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Network Functions Virtualization {rrforum

Agility

Flexibility

Innovative usage & billing models
MIERET

== Hyper-V

Magnified Impact of Failures
y Complex root-cause-analysis
S Lack of standardization

New Life-Cycle stages and events
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NFV Operational Characteristics

Dynamism - Virtualization aids on-demand changes, operation becomes more dynamic

Agility — Virtualization of Network Functions (vFW, VLB, VEPC, etc) - increases agility

Failure prevention — Address higher risks for triggering catastrophic failures

Scope of
this Catalyst

Auto healing — Need workflows to quickly restore network to last-known-good-state
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Problem Statement and Requirements
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Operator Concerns Expected Solution Capabilities

How do | configure a Network Service

and baseline the config?

How to enable near real time
configuration change updates & re-
baseline the config?

How to auto-heal the network service
with right & latest base lined
configuration?

NFVO should support features to perform DayO,
Dayl configuration

NFVO should invoke centralized config manager
API to trigger Day2 config based on templates

Change Notify Microservice within the VNF should
notify the config changes to centralized
configuration manager in near real time

NFVO should re-instantiate the VNF and instruct
config manager to restore baseline configuration
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Key Drivers for the Catalyst
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Catalyst Solution

Lack of standardization in the config .
management space

Lack of scalability with centralized .
config management systems

Use a Config Management Solution that is built on
top of standards (TMF, IETF, OpenConfig)

Use a VNF based micro-service to report
incremental config changes

Policy based rule-engine to take automated
actions on config snapshots and golden config
marking
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Golden Configuration — Key Building BlocK&"™

NFV Orchestrator ‘
Model-driven, Vendor-neutral
Open Source \lTM Forum Resource APIs Centralised Configuration Manager

MANO @) novso
|

Golden Config
data store

Virtualised Network Functions

s G Qe‘nﬂm with config microservice /
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Golden Configuration — Workflow

Model-driven, Vendor-neutral

NFV Orchestrator POST:/api/resourceFunction Centralised Configuration Manager
—T1. Characteristic —— ( % ’
Open Source 2. Configuration é} NUVISO

MANO

Rule Engine

Create Snapshot &
Mark Golden Cfg

Golden Config
data store

8 Direct Config Change to VNF - t ~ | POsT/api/resourceFunction/Notify

Virtualised Network Functions

@ Kﬂ with config microservice /

perstack
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TMF Assets used/enhanced (TR255-TMF664)

) TR255A — Connectivity Patterns for Virtualization Management

) TR255B —Requirements Specification for Resource Functions

) TR255C — TOSCA Representation

Enhanced by
this Catalyst

) TR262E — Context Management
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APIs

TMF 664 Resource Configuration and Activation — R17.0.1

Q
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Resource Function APIs (/api/resourceFunction) — Trigger Centralized Config Manager for VNF discovery &

pushing service level config.

v" Proposed Enhancements to TMF 664 API:

1.
2.

API should support template based service configurations utilizing standard data models like YANG
VNF identifier (resource-id) to be present in all the APIs so as to allow the VNF microservice to identify the

resource function when notifying of changes. The same identifier used by other systems like the
orchestrator

L Resource Function Notification APIs (/api/resourceFunction/notify) — Trigger configuration changes
notification to Centralized configuration Manager

v" Proposed Enhancements to TMF 664 API:

verizon’

1.

2.

3.

be more

Configuration deltas to be captured as a part of the notification APIs. Further work may include using a
yang modelled abstraction of the data.

Resource Function Notification APIs should have a provision to notify whether config changes applied by

user on device should be considered as “Golden Config” or not. A Golden Config True/False field should be
added in API

Resource function API should have provision to supress the notification updates so that user can decide
\A@é}her to notify the changes or not
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APIS (contd.) tmforum

TMF 664 Resource Configuration and Activation — R17.0.1

L Resource Function Heal APIs (/api/resourceFunction/heal) — This APl is used via Orchestrator to trigger
service restoration lifecycle event to Centralized Configuration Manager to re-configure the VNF with stored
golden config

v" Proposed Enhancements to TMF 664 API:
1. VNF identifier (resource-id) to be present in all the APIs so as to allow the VNF microservice to identify the
resource function when notifying of changes. The same identifier used by other systems like the
orchestrator

@
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POC Topology

NFV Orchestrator
Model-driven, Vendor-neutral Golden Config
Open Source Canitraliaad Contiginstion Mamapac data store
MANO @) nvviso

T\

Golden Configuration Catalyst POD
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Host-A CSR1000v
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D emo forum

« Demo 1 - Service config & baseline the config in data store
e Instantiation of network service via OSM and push the day O/day 1 configuration on VNFs
e OSM to invoke TMF 664 API to push day 2 configuration on VNF via Config Manager (resource creation
API)
e End to end traffic flow between two hosts
e Config Manager stores golden configuration backup of VNF

« Demo 2 - Config change notify microservice
e Do manual configuration changes on VNF
e Change notify microservice in VNF triggers configuration change notification APl (TMF 664 resource
change notification API)
e Config Manager to save the latest configuration changes in config backup in data store

« Demo 3 - Config restore during service outage scenario

Induce the fault in network service

Trigger service restoration lifecycle event on OSM Orchestrator

OSM re-instantiates & restores Day 0/1 configuration

OSM Triggers Config Management API to restore last known golden configuration for the VNF (TMF 664
resource heal API)

Config manager restores configuration of VNF to activate end to end network service

e Demo end to end traffic flow between two hosts

verizon’ lnfc/)s)’?, @
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Service Topology View on NFV Orchestrator forum
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COMPOSER
DESCRIPTOR CATALOGS @L‘PNSERVICE
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Service Intents to Discover & Recover

ACCOUNTS CONFIG
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LAUNCHPAD == CATALOG

DEBUG LOGGING LOGOUT
LAUNCHPAD: VIEWPORT

VIEWPORT COMPUTE TOPOLOGY

VYOS_VNFD

VNF Data | Service Primitive

L4
VDU Console Links
o TMFORUMDEMO SERVICEPRIMITIVES JOBLIST
e - healresourcefunction L]
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Discovered VNFs on Config Manager
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NUVISO /nteriude Dashboard Topology Inventory Admin Manage system &
3 Devices & 0T O« B8 &
Name Serial # Model 0s Build Plugin IP Port State Session Transport Last Heartbeat
vy0s29 SEAD32E2-6DF3-. OpenStackCo. VyDS-118 1711111344b4. wyos 102168165 22 READY cul SSH May 4, 2018 3:50 Ph
vyos09 562ADF1D-8DEA-.. OpenStack Co..  Vy0S-1.1.8  171111134404... wyos 192168151 22 READY cLl SSH May 4, 2018 3:58 Pl
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Golden Config in Config Manager
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NUVISO /nteriude Dashboard Topology Inventery Admin Manage system &
Devices Versions
Snapshot Type v 5 Versions O~ B X
—Raw Output A
vyos100 - # Label Device Name Command Date Job Name Run Id
_ 5 Golden Config vyos100 show configuration com... | May 9, 2018 3:16 PM
vyos09 4
yos29 < 4 vyos100 show configuration com..  May 8, 2018 9:58 PM
|—Feature 4 3 vyos100 show configuration com.. | May 8, 2018 7:48 PM
2 vyos100 show configuration com..  May 8,2018 7:24 PM
1 vyos100 show configuration com... | May 8,2018 7:19 PM Inventory1848489926 1
[ aaaee—— [ I [ | N 1 I e .
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set system ntp server '0.pool.ntp.org’

set system ntp server '1_pool.ntp.org

set system nip server '2.pool.ntp.org’

set system package auto-sync "1

set system package repository community components ‘main’

set system package repository community distrioution ‘helium

set system package repository community password *

set system package repository community url ‘http//packages vyos net/vyos'
set system package repository community username *

set system syslog global facility all level 'notice’

set system syslog global facility protocols level 'debug’

set system time-zone 'UTC'

set interfaces ethernet eth0 description 'This interface is for Verizon'
set interfaces ethernet eth0 mtu 1300

set interfaces ethernet eth1 mtu “1300°

set interfaces ethernet eth2 mtu “1300°

set interfaces ethernet eth1 offload-options tcp-segmentation ‘of
set interfaces ethernet eth2 offload-options tcp-segmentation 'of '

[LIEEIET LU T-UDUST 100U UUUL )

set system nip server ‘0. poolntp.org’

set system nip server "1.pooclntp.org’

set system ntp server "2.poolntp.org'

set system package auto-sync "1

set system package repository community components 'main’

set system package repository community distribution "helium’

set system package repository community password "

set system package repository community url ‘http://packages vyos net/vyos’
set system package repository community username "

set system syslog global facility all level ‘notice’

set system syslog global facility protocols level ‘debug’

set system time-zone 'UTC'

set interfaces ethernet eth0 description This interface is for Verizon'
set interfaces ethernet ethO mtu 1300

set interfaces ethernet eth1 mtu 1300

set interfaces ethernet eth2 mtu 1300

set interfaces ethemnet eth1 offload-options tcp-segmentation 'off
set interfaces ethernet eth2 offload-options tcp-segmentation 'off'

Diffonly

Config Delta triggered by Change Notify Microservice tnmforun
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Demo 1 — Service config & baseline the config in data store
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Demo 2 — Config Change Notify Microservice trmforum
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Demo 3 — Config restore during service outage

e\ﬂonltor VNF Failure

NFVO
!E§|[ VCA |

NSD

Open Source

MANO \‘/

Heal Resource Function

Re-instantiate VNF with Day 0 &
Day 1 Config
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Contributors trforum

e Champion — Verizon Communications
« System Integrator — Infosys Limited
« Configuration Management Solution — Nuviso Networks
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